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An Anonymous Information Sharing Mechanism

with Selective Linkability

Nan-Hsuan Liu & Wei-Bin Lee& Kai-Fan Chien&Chen-Te Chang

Abstract

With the emergence of social networks, social media has become a source of information
for Internet users. Users start looking for health-related information through the Internet.
And there are more and more health community platforms constructed. With the health
community platforms, patients and their family could help other patients with similar
problems through experience sharing. Medical personnel could also improve the therapies
through the experience shared by patients.

Patients' health-related information are sensitive, sharing information in social media
which has the retention and distribution characteristics requires an anonymous approach
that does not expose personal privacy. However, if the anonymity mechanism is not
linkable, it is impossible for other users to observe the complete sharing of patient
experience. But if it uses a linkable anonymous mechanism, anyone can track all the
information shared by users. Therefore, this paper has proposed an anonymous information
sharing mechanism with selective linkability. In addition to protecting the users' anonymity
while sharing information, users can also choose whether to link the shared information
while sharing anonymously.
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