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Investigation of AI-Tampered Image Detection Based on
Generative Adversarial Networks

Yi-Chung Cheng!, Chih-Chuan Chen®" » Yan-Kai Zhang’

Abstract

As online activity increases, the value of personal information rises, making information
security crucial to maintaining privacy, social trust, and stability. This study develops a
generative adversarial model to simulate malicious attacks, where a generator produces
realistic adversarial samples, and a discriminator distinguishes between real and generated
data. Through adversarial training, the generator iteratively improves, creating samples that
superficially resemble real data but contain subtle perturbations. These adversarial samples
are then classified by a target model; misclassification indicates a successful attack, exposing
security vulnerabilities. A convolutional neural network (CNN) serves as the target model,
trained and tested on images with accuracy evaluation. The Generative Adversarial Network
(GAN) comprises a generator and a discriminator: the generator applies convolution,
deconvolution, and ResNet blocks to enhance feature learning and generate adversarial
perturbations, while the discriminator employs multiple convolutional layers to differentiate
between real and adversarial samples. During training, adversarial samples are generated
with controlled perturbations, and the discriminator updates its weights to improve detection.
The model incorporates three loss functions—C&W, cross-entropy, and MSE—with
experimental adjustments to optimize performance. Results show that the C&W loss function

produces the most effective adversarial samples, yielding superior attack success rates.

keywords - Adversarial samples, Convolutional neural network, Generative adversarial
model, Information security
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%aﬂﬁﬁﬁApﬁaﬁm%aomA+mEH$§$yAmﬁwﬁAymﬁ,Q%
LFES R LT ff“?)*“ Tl 0 FANT D LT RN REI & E iR
TR FFACRETHRABNPEF BT AL EE AL AL
3PS SRk iE (T

SIEHE PR AT E R oA 1A E RS ERE Y 8 LR H i o B Bk &
WE R R Bl % R X L IRER T F iR A FTIACTALE Y o BT LB
M > NP ;:5?‘)’%5"%.)\:,1’7%[94%?—‘5"% Mg A AR R o i
4] e B *”ﬁ BT R A LR T A ST F PR c S TS AT L
B Ie SR se B e i~ FEEATE O R > FIER A KT i IOk Y o B -
E"F?il“*mév\*‘r?b” PEE l‘f%ﬁﬁb&i P IMER o P A EE i H oS
FEF BBLIFEDF R IR FERCAPOp TN .

AL ERRY - RSN @ N B Bt M ko B - 250 4
FEAEHEL AL N AP EH AL R AR A TR R
M%Tﬁﬂrﬂmﬁﬁhﬁ*ﬁmvﬂﬁ’aﬁJ‘E?””ﬂ’%%ﬁﬁ%ﬂ%é
ARG g5 o S B MG BN X 2D (TR IFE R B N FRD
#of B R ARG FILE LR RS - B @ 2 A HFRER (GAN) &
AT E ) S FHORE T L R Ut BB M RRE P BRI s T X R R

T ARPTEFEL F ROHB A - H T o

o
Z AN N S S )l?r wEE o N F Ik E A = ¥ P B (Generative Adversarial

Networks ) ~ ¥+ #isc # ( Adversarial Attacks ) ~ % FF # 5§ &% ( Convolutional Neural
Networks ) % 3f % 3 #c (Loss Functions) % 3 4% -

- ~ 4 S HFEE (Generative Adversarial Networks )
AR 0 - 838 B ¥ B A2 (adversarial process) k fp 3t A & A AT HE

FEBR RS B A A0 G e AR D 4 2K G 34§ﬁﬁkﬁ#g»
w’—%%JDE WLETH A KRR E R RFARED G A R o G R
BERDPHOWFEAT c AELIHETFTY  GEDFhrE- 2 0GR
ERPAFHAG A D gl 2B Y5 1§ G& DB ELTR
(multﬂayer perceptrons ) F (FPF » BBk ¥ %16 F » @4 (backpropagation) i& {7
PR YR AFR AL FEARY 0 A2 F R * 5V X 4h (Markovchains) #3174t
PR F 5%--‘%5‘ FE T TELSHET 0 LS E B RS (Creswell etal., 2018;

N
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Goodfellow et al., 2020) -

e LR R R Lo LR D EIET PO s
Fo b K BARDIPUEARY > 4 N B A G Rk st g T Rl BB E D] T HER A -
PTG 2B REHALSTEALY T LD RERTE %S
(Aggarwal, Mittal, & Battineni, 2021) o

¥tHurc ¥ (Adversarial Attacks)

BEIY L - BEEL 1T R uEsE P N ) ﬁé’*ﬁ‘?lfﬁﬁ
HEe A o R SRR YA P A Wi R AR DB T oy R A
2 b EE s o e AR T HRN B ES Y (Adversarial Machine Learmng,
AML) > dp 8 G A % | Ei%ﬁ% MR R EEYHANAE 2 SRS S
+ 3¢ 2 ¢ ¥ i& i¥(Huang, Joseph, Nelson, Rubinstein, & Tygar, 2011) -

i ¥ 57 ¥ (EvasionAttacks ) £ 5% L2 &7 5 o e B EA - B BB EEY
i FREY FREE 3%3"@?] FFEH S FEEHEAEFTREFEY > A4 Wk
RIWS B g o 1&3@3:{? 22l ghe S *”ﬁ@?‘] > ‘}HEW Jn i Te A R enig e %’5
AR IERE Y A IR RIS R o st T A 58 25T ¢ 2 a5 ¥ (Black-
box Attacks )7 v 445z # ( White-box Attacks )(Zhang, Chan, Biggio, Yeung, & Roli, 2015)°

AL EE Y P :;«‘L“i@fﬁ:&t (EvasionAttacks) £ 5 & & e 2> ¥ &R A

-

EY Al AAFFARLAR R E- BRI R ¥ ,@‘?ng’tw;um/gaggi
TG R ER S Aﬁr}% w@% WA BAEFAL SMAT DAER S F
E ARG EER RE 0 o1 R F X b R B4F 3 (S Wang et al., 2023) -

=~ BHEA. 'i‘Fi“

¥ #4538 (Convolutional Neural Network, CNN ) #_— f 5 4§ 5% 4 5 5t
(feedforward neural network ) » it 9% 8 H £ ff S p B 50K 7 F P~ # fi(L, Liu,
Yang, Peng, & Zhou, 2021) o &2 & SiendF et P> 2 2 F > CNN £ 7 4 1 2 & 4540 #
FHERE LA 2 PFARTE TER LM G A A 5-;° » CNN ¥ % fi 17
(convolutional kernel ) 4p § ** ¥t 7% Fo 42 (T 1 F B PR » @t S #c (activation
function) B|fiiAl ST ARLE S - B BpF @qui" - BA g o

ppEOT B A A 1A kR > CNN £ 3 % #i 4% (local connectivity ) ~ € = %
(weight sharing ) £ "% 2 P~#& (downsampling) % g2t - ¢ it & (poolinglayer) | *
Pl RS PHEEFSRE 2 8RR P TR E  PRETHETN 252
“ﬁc‘% TR M AR - S EFERE CNN L2 FRE VAR Y K2 A4

g B % 2~ (W, 2017) -

A A GRR(CNN)WAF 26 v B A8 223040 % (Convolution )
LR o b B 0 g 8 % 5 # AR (Feature Map ) < % ¥ 4
( Convolutional Kernel) XT LTS ﬁ%l CFERBEROFTRT R EHL o LR
Aedt B 3~ % (Padding) # 1% 548 Gy~ TR Y AT R 607 50 B
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B R A RF SR B 4 ARSI FE R R R AT

»Espo gt SRRl E A R € @ tF(Stride) > H FAR L BB R ARM -
AL nFEBEF ¢ 7~ B 7 $FREAHE (Overfitting ) F° 3%
BORCD LA A Al E (Poohng » X FL'E £ & Downsampling ) % 17> % 2 3t @
FE S (MaxPoohng) g2 323 iv (Average Pooling) o ¢t b » 5 7 X 7 B
el A iwRE o #D7 2F £4 (Dilated Convolution) ; @ 5 7 BEHIRF 1 A ¢ 48
A5 2 AR AL > B3]~ ¥ %25 % 4 (Deformable Convolution ) » & $3] i % /337 B
BRI KA 4 S { B R & e Bl (Yamashita, Nishio, Do, & Togashi, 2018) °

T~ A S

:};% S ¥c (Loss Function) ¥ 8 BE Y X £ Y ¢ & i Mot d » E o
AR R REE R R EL R L R PRSI ERAEEAFEEY TR
A B G R e AR Y o T e 4 0 SR ERK KD B o

B BGEARY 0 A € PR T 'rﬁgz;—] > FALEEIER o T RIERIEF T BER
(label) 2 P B8 {74 f2 o F 4 S BoehiT* T A3 E A H LB AREL o TR
RSP H e A o R AU TR Y B0 F 2 LA RIA TR
A GFRBPE R e RAAF - P#éi%'@ Y U
( Backpropagation ) ;% & j# { #7p ¥% ¥ 0 & % 2 FE R # Fx & (Q. Wang, Ma, Zhao, &
Tian, 2022) -

A ST F o T R Eir blde C&W sz ¥ (Carlini & Wagner Attack )
352 2% 4 (Mean Squared Error, MSE ) ¥ % % % (Cross-Entropy) % -

Carlini 22 Wagner #% 11— s 7|sc# 2 2 » g 237 F 48 R £ (4o Lo, Lo, and Le
)T E B RS fE o H P LR 8 BFGS se# - g R iR
et o it S AN A E LR CORIE A Sfice PRA L o pR A Snlik ) 1 P RSE
B g o A gpnz Belogit £ B E R ot loglt BB 0 P3% logit £ B 5 B
Hoo Flt oo B P AN B R D KR Brenlogit £ ERERE & K B lﬁlL Qg&
e Fr FEE G A F logit chEEE > BlEc] 8 L(Xo,)¥ 18 P {REE BB AR RN B
thlogit £ BESE-| T M B MTBITERI T R 8RR PR chiz < & (Carlini
& Wagner, 2017)

323 34 (Mean Squared Error, MSE ) » * # % T = 4F'4 (Quadratic Loss ) » &%
Fatre A A ez - c BBV EHAERIEEFEEL A FLAT S 0 K
e A IR A R - Mﬁiﬁitﬂﬁﬁﬁwﬁ?ﬂﬁﬁ‘\@fﬁﬁ%ﬁﬁﬁi
A K BEHLAS ] 0 97 L i AR | o & 7 B3] 3 Rl FE(Error, 2010) ¢

BREF n L RBEA L P BHEA x PP “%ﬁ%l:", T_EL,a yio HAH xi IRR]
@ % yio P35> L (Mean Squared Error, MSE ) 3 % Svdiceint 8 2 ;840 ¢

1 n
MSE =~ = Z(yi — i) A2 1)
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5 (EntrOpy) PR N w;@, Byt 89 s j&%mfﬂfﬁ w4
SRR o SR ELLVJ‘ 3% (Information Entropy ) o 3.4 48 « & B
(Claude Shannon ) *% 1948 & & 11 » & F F%I“’pm“ A HPLE o RFg T DT A
T T35 E (Abou Jaoude, 2017) ©

22 % (Cross-Entropy) & FIL#H Y ch- BERIEL - LB ¥ 3N rE A B
A2 BER o B p B g i TR xxx hn BT AT 0 B p AAEI g R
Tl TN E o Aot (2) T

H(p,q) = — pr (x)log q(x) ()

2 % (Cross-Entropy) * M ik s B 5 A G2 FFenpedg > 4 &
W q iﬁj‘i}iﬁ?A\ B p nFERARR o KH AT A 2R AR > N A A B
p B q AT - BN R R AL OM QRRA T R R L w—'m
B R A 2B RAR] AR o 4 ‘T*'«‘ll P A AR o ] IR Pk AR
i# (Jamin & Humeau-Heurtier, 2019) °

F LR
FPEL22af%e 32BN 0 P RIS a2 S RpR
( Generative Adversarial Network, GAN ) e £ 8220 30 » 12 & $HFufk & i% 5 - j L
¢ * PyTorch = * ¥ 4! 5 % it (Convolutional Neural Network, CNN) #73] » 114
CIFAR-10 FH 27310 &% 24 # GAN A M A4 HIRFE AT EFIR FF
R PR ST R R LR o Al HEAEFTR I I RAHLEE -

- RIS R R

A7 & * PyTorch % & % f## % k. (Convolutional Neural Network, CNN ) #=
3> % & CIFAR-10 i 87 433K 3 - 8 4 & 2440 D@ £ 5 £ f# & (Convolutional
Layer) » f FAUH » B #o e FREFH TR Y - 27 F Y DE{H
(Convolutional Kernels ) > ™ 7#a B f? cF e it o B 5 B X HP kY - S H A
B TRk ek I e (Gdeif g ~ RILE o gt vh o “:Ef%‘f’éﬁi%% DA i Bk
#H 3 4r o % A - HEY L B dFcd e

LbFBEFE LS WA » — B R K (Batch Normalization Layer ) o H 4
& o AEE K mﬁﬁl AR TR T 0 e i BRI AR T 4 A AR o L
TR R pERTE M IRE 2B B H (Internal Covariance Shift) > i@ £ k& @? oA
AT &d G okl bR EE (Overfitting) R 3% o

B¥F o WA~ - B 2x2 ehdo 1 @ it g (Max Pooling Layer) » * 25 ] # 4Rl
(Feature Map ) e1% <F o o3 (T TG B0y L A AP P/ MiF 3
TERAERE Db e 0 T R R E it a4 o

CIFAR-10 8- B8 ch G ST E > ¢ 3 10 BaFn] (do@fs ~ 558 « § ~
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BT AR EALY B 4 S HRREN A I FEE ARG R F g

CRE ) E BN LG 6,000 5ES Bifo Bt 5 32x32 ok o AR E A
,:‘» 3" éﬁf?: 50,000 & &2 P& & 10,000 5% > #cE & w323 o
T CIFAR-10 B/ 7 FL85 » 24 G 8Y » F L FF 45 A2 (Daa
Preprocessing ) » *#% 3 i * transforms.ToTensor() & ;% #- PIL 5% # i 3% 5 PyTorch
%8 (Tensor) 3% oyt g4k B0le pF & A B 0 i ifch AR 447 0-255 R
& 0-1 g0 > iR FHCRIR R -

Pt eb s @ % Dataloader ig 73+ =x ’Fﬁ‘n‘ii\ » (Batch Loading ) - DataLoader &: 7 #%
BaRAEO TN EAGPUDRREET FRFEL I BT k(Batches)
T (T R dE S N e g DR o

VIREARL & ¢ 7 0T BB H 3T % B H(Forward Propagation )~df % 3+ & (Loss
Calculation ) ~ & & 3% (Backpropagation) ™ % % # { #7 (Parameter Update ) > 7}t i
i 1"“’*']4:‘@7 ST R Y o EHBFENIHEL U] MIRRIEL -

BIFERFEER]* 302 f0A] gLt it 4 (Generalization Ability ) » -7 A& R i 9
TR A DB REAR R o iR (TR F AR 25 =R #0578 (Evaluation Mode )
*2 & % Dropout £ % $#+=t it 2L 1* (Batch Normalization ) & 5 { #7 o ft 587 > #
Ae@ T G A L Fam F R HF E R BRI 4 o

BIFEFFEY > @ % Pl B o0 DataLoader 143+t = ;U HR-F n‘»'ﬁis?l > RCAE FIER] o =
- R g B A e e @3 (Forward Propagation ) ¢ 4 & 2 1 Jig ch3f iR - &

(Predicted Labels ) o # % » #-473) chipipliE 827 8 9 £ 8 (True Labels) & {7+t iu )
123t B A e pE S (Accuracy ) o

L BARY 0§ RAEE - P SRR R AR A RS IR ”f el e A
BRAGE @7V FDERPEmE o i %’J e - g R
8 WA FFAT AR 4 B W hE & Apik o

= ~ 2 35 (Generative Adversarial Networks, GAN) 2 2 #2233
*)w| 2 (Discriminator ) ¥ — B d % & ¥ f# 4! 5 % # ( Convolutional Neural Network,
ONN) ##i8 sh= 2R BHFA] B2 % 0 RIS » b 5 LR TRAL S TH -
AW B KL SHE ﬁ‘elé%iifhﬁ"%])‘%@amﬁéfi’ F- ke FEREL K&
* 3 # (Activation Function ) ~ $#+=t & #Li* (Batch Normalization ) » I 4t » Dropout %
#1rep b AR HR ¢ (Overfitting ) o &% 4 11§ 5 *  Sigmoid 3> #iy 31 & 4] [0,
P A
® (Generator) chp £ F 24 AMRE VB L FHFEAfgifpin gt e g
5Fn G| % i et 0 (Perturbations ) 2 $fk & o 2 2 B £ d = BN
A ,.fP_%\ : %5 % (Encoder) ~ ¥35¢ % (Bottleneck Layer) £ fZ#% % (Decoder ) e
t i & 47 4o 10 (Weight Initialization ) 384 > ¥ f & s * T35E 5 0~ %% £ 5 0.02
1§ g 4 (Normal Distribution ) #= 451 e 3 =i 2 i kRl * T32E 5 1 1
BL 50020 ARG T > TRIBHL (Bias) K 5 00 ptf@g4nit > 25 84
WL EE R ¥ Lo TH R 4 (Gradient Vanishing ) 2 # & “&F ( Gradient
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Exploding) | B 4% » #% R HC3)9 B R L AR -

SRR FENE LSS A TEEET IF ST SR RE -t £Ne.
SRS EES FEDPESEIS FENEED T TR SN T A R
hedp ) e L E BB o 4 A BALA I HIRE A T2 FRS (clipping)
LR R B b R A ";#]%]p\ o F L HLBEFRLDLFTHEAEL 22 HiE
ARUHAREE o Befl o LHALABRE © - 25t ERATA > FREAR R
WA BPEHF4 o

A B2 RFH (epoch) B dfs >384 2 BE AU ENTIDFL o & RS >
Al C&W ~MSE 22 2 454 B (TP 5% 0 R AL Sl S B
L] B2 e % 2 AR

ERRE T
B AR BT

(=)A= 4p P BpA) 3 - BFE i@ 5 %% (40 GPU & CPU) - %‘bf »
B A B 5 R R PR R 0 R AR R T
% (»]4e Dropout) > FEif3Tim (7 5 & 2 o

(2 Virdo 3 00 pufk A 2 3 BT 5 M R B £ - %2
FEe LBV T KA LA EH D B R A

(= )i\‘ ~ CIFAR-10 —_\,.uﬁ?\;f:lg; A PyTorch EERN o BREFRY 4L =
A2 Huk A Bl Hink ﬂ\ﬁ;]?‘ PRBAEFT AR RSB D AP
A i itk A b AP i o

omﬁﬁgﬁ BﬂrﬂﬁCmmuoyﬁ%ﬁ&%éi%ﬁﬁﬁﬁﬁwﬁ%»
: A KE ek A BB B AT S 0§15 CIFAR-10 RIRRFAHLE - 4 le
%.2}31‘3@?'? /P'JE«%‘ ’ “” jASFEI %%‘%3—_1‘ " /P Fé‘g: F mz\ ;;:-» ©

(L)B16 o Je2L R & ¥ PHEE T o] > & Matplotlib A7 iz £ $Hk
A R AR et ) o R B

A LY - PaT

ALY o F A CIFAR-10 R dgiEit 5 Ad - 22 335~ BEFAH G
4. (Convolutional Neural Network, CNN ) 3] o 2" 542 ¢ 7 o v @3% (Forward
Propagation ) ~ % & “4f % (Cross-Entropy Loss ) 3+ & ~ & % @4 (Backpropagation )
M E % Adam # & i* B (Adam Optimizer) &7 $8{ 37 HAH= {8 > »
%ﬁﬁiﬁﬁﬁﬁqﬁé’jﬁwﬁ%$ﬁﬁy%§o

i F i > 4 = ¥k . (Generative Adversarial Network, GAN) » Hge 7 -
i 2% B (Discriminator) #2 - 2 & % (Generator) » 2| %] Bi% 4§ 5 & ¥ 4§18 5 1|47

R S th?44$Wﬁ%%$(Emwﬂ)w%ﬁ%(BW%M&LWM)
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2% E (Decoder) M » # 3t 4 & gk & o
mRlUEARY o 2 S BRI EORE LR { AT DR R A 5Bl (7
R Nt S DR = PP = R SN
Brppd o> TR S DR A S R i VR RES & F 2 2 ik
A F g—h»}; Yot o
% P #&#7) (Target Model) 84 » *F7 7 A~ W02 10 & 22 4 K 22 5 4 S Rpafic
A TR B o FAlFR R T 358 ¥ 5 (Learning Rate) & Dropout K %-Beinle
ERFNEE > TER L ET (Classification Accuracy ) #2% F TS BT
He > 10K p &83) &8 ¥ 53K 5 0.0002 ~ Dropout ** ] & 0.3 R T o iE T
Q”Yirs ek 3 Bpr & 0.860400 0 g iE K Aok 1 7o o
M4 K P EMA AR E Y 5 00002 ¥ Dropout ‘&) 0.3 3k 7 > RIE FIA
KB FE % 0.832300 5 bk dodk 2 Afm oo

£1.10 & P #H3

Lr0.0001 Lr0.0002
0.3 loss: 38.408615 loss: 6.987778
accuracy: 0.799300 accuracy: 0.860400
0.5 loss: 40.312965 loss: 19.942488
accuracy: 0.773300 accuracy: 0.831400
%2.4% p 857
Lr0.0001 Lr0.0002
0.3 loss: 7.960233 loss: 6.274494
accuracy: 0.814600 accuracy: 0.832300
0.5 loss: 14.118930 loss: 9.086166
accuracy: 0.796400 accuracy: 0.814300

AL A B 0 AP KRRV & (Leaming Rate) i 1
Bl B Y @ o S e g st il EH A FERS R N TR SRR
FEVFRAE 00003 FF o HAEFIRE A SERET 0863500 ¢ H 1 % ok
3 #0 o

%3.10%k p #3122 &Y % (Dropout % 5 0.3)

Lr 0.0001 0.0002 0.0003 0.0004
Loss 38.408615 6.987778 6.190508 5.495280
Accuracy 0.799300 0.860400 0.863500 0.862200

BRI R (S 0 AFE Y A B C&W ~ MSE &2 2 = % (Cross-Entropy )
2B A GBS  RO HHCA A DR S > 3 A RS i 1
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FR SRR ca S o

2 8 e g VA

BF BRI RFE &&C 1243 # (Perturbation ) e+ -]
nﬁxli Tk oo UFIFEHFREL > FREFN
% 0.006420 ¥2 0.011200 > +“ | FH 4%k 5 #17 o
(Generator ) %4 > #iE ' 7 I Dropout & 5%k 27 i & 5
F B %% Bt o Dropout 't ] 0.1 2 0.3

i X
—?F

’1‘;*_4’%\'

RS ERAERIRME T ARR T F
AR R SR A S A
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3| fr;:}%\

FEHESET > C&W Jf 4 Silicrnd i ik

Bl % 0.019180 ¥ 0.027100 » ‘' fie s & 4ok 4 71 o

= b
5t

A AR &0 PRI e

e

?3’:),,1 ﬁﬁﬁﬁi“ m;};"i =3 :f% L ts s 1,33%
RAOARFFET I FAERTA03 F5 4 3 F Dropout & e ¥ 2o Vg kirdk 6

I

B

R L_#Eﬁv#%] ( Disturbance Range ) ® » 4 #f % pr A% 4 & 77 5 &

{5‘3&&"""’5‘#}34' ’ ?E’f"#’[ﬂv/{ 7 2-05 2% OSE%’NEZEI*i'im}‘J'#miI% > P
i) 20 & 3 Bpr o B 5 0.005180 22 0.008300 > H 2% 4ok 7 #7ow o

%4. 34 Sndk

loss D loss G_fake: | loss perturb: | loss_adv: | Accuracy | Accuracy

C&W 0.037 0.979 8.551 0.656 0.019180 | 0.027100
Cross- 0.028 0.966 22.131 -116.145 0.099940 | 0.100100
Entropy

MSE 0.014 0.976 36.710 -3278.694 | 0.100000 | 0.100000
%5 #H <) g

C&W loss D | loss G fake: | loss perturb: | loss adv: | Accuracy | Accuracy
Restricted 0.006 | 0.976 8.913 0.360 0.006420 | 0.011200
Perturbation

Unrestricted | 0.037 | 0.979 8.551 0.656 0.019180 | 0.027100
%6. # = EHDropout

C&W |[loss D |loss G fake: |loss perturb: | loss adv: | Accuracy Accuracy
0.1 0.015 |0.943 7.128 0.278 0.004860 0.018600
0.3 0.006 |0.976 8.913 0.360 0.006420 0.011200
77 "L R

C&W loss D | loss G fake: |loss perturb: |loss adv: | Accuracy | Accuracy
-0.1~0.1 | 0.026 | 0.992 3.841 12.830 0.019180 | 0.027100
-0.3~0.3 | 0.006 | 0.976 8.913 0.360 0.006420 | 0.011200
-0.5~0.5 | 0.010 | 0.988 8.157 0.285 0.005180 | 0.008300
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B AR EAL BT S S HARES L FEE AR Rl g

AT g R - B2 SRR R ERE L F > e PRI 3 AT
Zh'G TP EY 2 Pl 2 3 F—C&W ~ 2 2§ (Cross-Entropy ) ¥2 357 3%
L(MSE)— k4 4 Boryn R 2> 5900 S 15 R 5 % 7 S0 0T S e
S A S SR > C&W 4 Sndica 4 sk R Gk A 0 B &
B 2o 2 s B rr g 2 ' e Bl 5 0.019180 & 0.027100 -

B> E_F i - "LH3E B (perturbation ) e+ o] > F SR B X CUF R R E L F
BﬂrﬂféﬁﬁﬁﬁﬁQmmmﬁ(mnmmpi¢$Dmmn%%&m%ﬁja
Dropout *“ &#] 0.3 % T id (» g FrF 7~ 5 0.006420 £2 0.011200) - T ‘“%ﬁﬂ%ﬁﬂm
B %—"Ff] 0.5 305 5 B ¥k PR A ERS 5 0.005180 £ 0.008300-¢

FEFHREET LY CRWIH A Sl A2 REBTA aftdfi & i 4
Foek X 2R 5 L a%ﬁv ~24 2% % Dropout=0.3> 1" 2 ##FF: 053 0.5(
AT P Az A RS 5 0.005180 £2 0.008300) -

ARYTEHE BAR R ﬁ*’m@ﬁ%@&kkﬁwad@imm@kﬁ%ﬁA
SR oo BRI AR €F RBHRE LG RRIFRRT L TR AR AT
%ﬁﬁm%¢:ﬁﬁa@GMﬁ%E*n@Hd&ﬁﬂpﬂﬁiWrﬁaﬁm% Beo gboh s A
7 & p ARHCA] P 4e » Dropout & M el & 0 8- H R A A D SF R EE
[ e a

"EEIERE Y (Deeplearning) HAFf £ AR hR LY » WAl 2 &%
B X B aREE o 4 =2 ¥ (Generative Adversarial Networks, GAN ) 2 2 ¥tz
# & (Adversarial Samples) * & B R 3% < ahiv 4 0 F 36 P A R
(Robustness ) **3#& &1 — f& 75 »xen™ & o

A g ihiE GAN 2 SR A e PRI T 5 BB A% 2R e
A3 GAN hftdude & 4 S e B A3 % 2306 F i (LB c TEFAPMA
THEEEE > GAN 7 WAARZEFIE > 2 B iRt Al 2 HaE &2

ER

F_k

%ﬂ4$%ﬁﬁ%’P**ﬁ%%ﬁﬂﬂﬁﬁ@*ﬁ?ﬂ?ﬁaﬁﬁ%**%’
En B BEF N EPIES g B2 g o Ak GAN HFFg i Rl B L * 2 R
%»Eié SIS -7 ?ﬁ?’* » AE g TP FRIE T AJZ (NLP) -~ 3% % 583 (Speech
Recognition ) 17 % 5 28 AL 4 47 (Multlmodal Data Analysis ) ¥ g~k > 5 % IF e * 3
BT dld s { R FY BREOZ 2T E R A IFE LA d BB P 2
B el g o

38



A< B HEE] 2025 152) > pp.28-39

B~ 50 % v‘}lfle

Abou Jaoude, A. (2017). The paradigm of complex probability and Claude Shannon’s
information theory. Systems Science & Control Engineering, 5(1), 380-425.

Aggarwal, A., Mittal, M., & Battineni, G. (2021). Generative adversarial network: An
overview of theory and applications. International Journal of Information Management
Data Insights, 1(1), 100004.

Carlini, N., & Wagner, D. (2017). Towards evaluating the robustness of neural networks.
Paper presented at the 2017 ieee symposium on security and privacy (sp).

Creswell, A., White, T., Dumoulin, V., Arulkumaran, K., Sengupta, B., & Bharath, A. A.
(2018). Generative adversarial networks: An overview. [EEE signal processing
magazine, 35(1), 53-65.

Error, M. S. (2010). Mean squared error. MA: Springer US, 5.

Goodfellow, L., Pouget-Abadie, J., Mirza, M., Xu, B., Warde-Farley, D., Ozair, S., . . . Bengio,
Y. (2020). Generative adversarial networks. Communications of the ACM, 63(11), 139-
144.

Huang, L., Joseph, A. D., Nelson, B., Rubinstein, B. L., & Tygar, J. D. (2011). Adversarial
machine learning. Paper presented at the Proceedings of the 4th ACM workshop on
Security and artificial intelligence.

Jamin, A., & Humeau-Heurtier, A. (2019). (Multiscale) cross-entropy methods: A review.
Entropy, 22(1), 45.

Li, Z., Liu, F., Yang, W., Peng, S., & Zhou, J. (2021). A survey of convolutional neural
networks: analysis, applications, and prospects. /EEE transactions on neural networks
and learning systems, 33(12), 6999-7019.

Wang, Q., Ma, Y., Zhao, K., & Tian, Y. (2022). A comprehensive survey of loss functions
in machine learning. Annals of Data Science, 9(2), 187-212.

Wang, S., Ko, R. K., Bai, G., Dong, N., Choi, T., & Zhang, Y. (2023). Evasion attack and
defense on machine learning models in cyber-physical systems: A survey. IEEE
communications surveys & tutorials, 26(2), 930-966.

Wu, J. (2017). Introduction to convolutional neural networks. National Key Lab for Novel
Software Technology. Nanjing University. China, 5(23), 495.

Yamashita, R., Nishio, M., Do, R. K. G., & Togashi, K. (2018). Convolutional neural
networks: an overview and application in radiology. Insights into imaging, 9(4), 611-
629.

Zhang, F., Chan, P. P., Biggio, B., Yeung, D. S., & Roli, F. (2015). Adversarial feature
selection against evasion attacks. /EEE transactions on cybernetics, 46(3), 766-777.

39



